
#4 · WHAT SHOULD YOU DO?#4 · WHAT SHOULD YOU DO?#4 · WHAT SHOULD YOU DO?

It may be used for identification and authentication and in 
processes for tracking time and attendance, allowing 
access to buildings, operating a motor vehicle, detecting 
health concerns, addressing safety concerns or ensuring 
compliance with law or policy.

Assess: before proceeding Engage your legal department to 
review any collection, usage, storage, or transmission of
biometric information. 
Comply: Read and comply with the Company’s Biometric Policy, 
which can be found on Navigator
Notice: Notify all affected individuals—employees or 
otherwise—of the collection and provide the Biometric Data 
Policy.
Consent: Prior consent may be required. Be sure to get any 
consent before collection in a format that can be stored. If you 
are unsure whether consent is required, contact your legal 
department or dataprotection@rpminc.com. 
Secure: Ensure that biometric data is treated as highly 
sensitive data, stored in a secure place and that access to it is 
restricted and protected.
Retain: Apply retention periods in accordance with applicable. 
LAW If you are unsure how long to keep biometric data contact 
your legal department or dataprotection@rpminc.com.

#3 · WHEN IS IT USED?#3 · WHEN IS IT USED?#3 · WHEN IS IT USED?

#1 - WHAT IS BIOMETRIC DATA?#1 - WHAT IS BIOMETRIC DATA?#1 - WHAT IS BIOMETRIC DATA?

This type of information is considered sensitive in nature and 
special rules apply to its collection, use and management. U.S. 
states, like Illinois, Washington and Texas, and certain U.S. 
cities like Portland and New York, as well as the UK and 
countries in the EU, among others, require businesses to take 
certain steps before collecting biometric data. Violating 
these laws can lead to large fines and reputational harm.

BIOMETRIC DATABIOMETRIC DATABIOMETRIC DATA

DNA
Fingerprints, palm prints and handprints
Iris or retina scans
Facial and voice recognition
Walking gaIT
Body temperature
Heart and breath rate

Physical or behavioral human characteristics that can be used 
to identify a person, create user preference profiles, assess a 
specific person’s health or ability, or authorize access to 
systems, devices or data, including but not limited to:

#2 ·WHY DOES IT MATTER?#2 ·WHY DOES IT MATTER?#2 ·WHY DOES IT MATTER?

WE ARE RPM AND OUR SUCCESS DEPENDS ON EACH OF US
FOLLOWING THE RIGHT ROUTE AND EMBRACING OUR VALUE OF
168® TO MAKE THE RIGHT DECISIONS.
CONTACT US: DATAPROTECTION@RPMINC.COM

Notices and consent forms for U.S. jurisdictions can be found here. If you are outside the 
U.S., please contact your legal department or dataprotection@rpminc.com for 
instructions.
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